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§154.49 Granting access.

(a) Access to classified information
shall be granted to persons whose offi-
cial duties require such access and who
have the appropriate personnel secu-
rity clearance. Access determinations
(other than for Special Access pro-
grams) are not an adjudicative func-
tion relating to an individual’s suit-
ability for such access. Rather they are
decisions made by the commander that
access is officially required.

(b) In the absence of derogatory in-
formation on the individual concerned,
DoD commanders and organizational
managers shall accept a personnel se-
curity clearance determination, issued
by any DoD authority authorized by
this part to issue personnel security
clearances, as the basis for granting ac-
cess, when access is required, without
requesting additional investigation or
investigative files.

(c) The access level of cleared indi-
viduals will, wherever possible, be en-
tered into the Defense Clearance and
Investigations Index (DCII), along with
clearance eligibility. However, comple-
tion of the DCII Access field is required
effective October 1, 1993 in all instances
where the adjudicator with a personnel
security investigation. Agencies are
encouraged to start completing this
field as soon as possible.
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§154.50 Administrative withdrawal.

As set forth in §154.48 the personnel
security clearance and access eligi-
bility must be withdrawn when the
events described therein occur. When
regular access to a prescribed level of
classified information is no longer re-
quired in the normal course of an indi-
vidual’s duties, the previously author-
ized access eligibility level must be ad-
ministratively downgraded or with-
drawn, as appropriate.

Subpart H—Unfavorable
Administrative Actions

§154.55 Requirements.

(a) General. For purposes of this part,
an unfavorable administrative action
includes any adverse action which is
taken as a result of a personnel secu-
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rity determination, as defined at §154.3
and any unfavorable personnel security
determination, as defined at §154.3.
This subpart is intended only to pro-
vide guidance for the internal oper-
ation of the Department of Defense and
is not intended to, does not, and may
not be relied upon, to create or enlarge
the jurisdiction or review authority of
any court or administrative tribunal,
including the Merit Systems Protec-
tion Board.

(b) Referral for action. (1) Whenever
derogatory information relating to the
criteria and policy set forth in §154.7(a)
and appendix H of this part is devel-
oped or otherwise becomes available to
any DoD element, it shall be referred
by the most expeditious means to the
commander or the security officer of
the organization to which the indi-
vidual is assigned for duty. The com-
mander or security officer of the orga-
nization to which the subject of the in-
formation is assigned shall review the
information in terms of its security
significance and completeness. If fur-
ther information is needed to confirm
or disprove the allegations, additional
investigation should be requested. The
commander of the duty organization
shall insure that the parent Component
of the individual concerned is informed
promptly concerning the derogatory
information developed and any actions
taken or anticipated with respect
thereto. However, referral of deroga-
tory information to the commander or
security officer shall in no way affect
or limit the responsibility of the cen-
tral adjudication facility to continue
to process the individual for denial or
revocation of clearance or access to
classified information, in accordance
with §154.56(b), if such action is war-
ranted and supportable by the criteria
and policy contained in §154.7(a) and
appendix H. No unfavorable adminis-
trative action as defined in §154.3 may
be taken by the organization to which
the individual is assigned for duty
without affording the person the full
range of protections contained in
§154.56(b) or, in the case of SCI, Annex
B, DCID 1/14.

(2) The Director DIS shall establish
appropriate alternative means whereby
information with potentially serious
security significance can be reported
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other than through DoD command or
industrial organization channels. Such
access shall include utilization of the
DoD Inspector General “‘hotline” to re-
ceive such reports for appropriate fol-
low-up by DIS. DoD Components and
industry will assist DIS in publicizing
the availability of appropriate report-
ing channels. Additionally, DoD Com-
ponents will augment the system when
and where necessary. Heads of DoD
Components will be notified imme-
diately to take action if appropriate.

(c) Suspension. (1) The commander or
head of the organization shall deter-
mine whether, on the basis of all facts
available upon receipt of the initial de-
rogatory information, it is in the inter-
ests of national security to continue
subject’s security status unchanged or
to take interim action to suspend sub-
ject’s access to classified information
or assignment to sensitive duties (or
other duties requiring a trust-
worthiness determination), if informa-
tion exists which raises serious ques-
tions as to the individual’s ability to
intent to protect classified information
or execute sensitive duties (or other
duties requiring a trustworthiness de-
termination) until a final determina-
tion is made by the appropriate author-
ity designated in appendix F to this
part.

(2) Whenever a determination is
made to suspend a security clearance
for access to classified information or
assignment to sensitive duties (or
other duties requiring a trust-
worthiness determination), the indi-
vidual concerned must be notified of
the determination in writing by the
commander, or head of the component
or adjudicative authority, to include a
brief statement of the reason(s) for the
suspension action consistent with the
interests of national security.

(3) Component field elements must
promptly report all suspension actions
to the appropriate central adjudicative
authority, but not later than 10 work-
ing days from the date of the suspen-
sion action. The adjudicative authority
will immediately update the DCII Eli-
gibility and Access fields to alert all
users to the individual’s changed sta-
tus.

(4) Every effect shall be made to re-
solve suspension cases as expeditiously
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as circumstances permit. Suspension
cases exceeding 180 days shall be close-
ly monitored and managed by the DoD
Component concerned until finally re-
solved. Suspension cases pending in ex-
cess of 12 months will be reported to
the DASD(CI&SCM) for review and ap-
propriate action.

(5) A final security clearance eligi-
bility determination shall be made for
all suspension actions and the deter-
mination entered in the DCII. If, how-
ever, the individual under suspension
leaves the jurisdiction of the Depart-
ment of Defense and no longer requires
a clearance (or trustworthiness deter-
mination), entry of the “*Z”’ Code (adju-
dication action incomplete due to loss
of jurisdiction) if the clearance eligi-
bility field is appropriate. In no case
shall a *“‘suspension’ code (Code Y) re-
main as a permanent record in the
DCIlI.

(6) A clearance or access entry in the
DCII shall not be suspended or down-
graded based solely on the fact that a
periodic reinvestigation was not con-
ducted precisely within the 5 year time
period for TOP SECRET/SCI or within
the period prevailing for SECRET
clearances under departmental policy.
While every effort should be made to
ensure that PRs are conducted within
the prescribed time frame, agencies
must be flexible in their administra-
tion of this aspect of the personnel se-
curity program so as not to undermine
the ability of the Department of De-
fense to accomplish its mission.

(d) Final unfavorable administrative ac-
tions. The authority to make personnel
security determinations that will re-
sult in an unfavorable administrative
action is limited to those authorities
designated in appendix E, except that
the authority to terminate the employ-
ment of a civilian employee of a mili-
tary department or Defense agency is
vested solely in the head of the DoD
component concerned and in such other
statutory official as may be des-
ignated. Action to terminate civilian
employees of the Office of the Sec-
retary of Defense and DoD Compo-
nents, on the basis of criteria listed in
§154.7 (a) through (f), shall be coordi-
nated with the Deputy Under Secretary
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of Defense for Policy prior to final ac-
tion by the head of the DoD Compo-
nent. DoD civilian employees or mem-
bers of the Armed Forces shall not be
removed from employment or sepa-
rated from the Service under provi-
sions of this part if removal or separa-
tion can be effected under OPM regula-
tions or administrative (nonsecurity)
regulations of the military depart-
ments. However, actions contemplated
in this regard shall not affect or limit
the responsibility of the central adju-
dication facility to continue for proc-
ess the individual for denial or revoca-
tion of a security clearance, access to
classified information on or assign-
ment to a sensitive position if war-
ranted and supportable by the criteria
and standards contained in this part.

[52 FR 11219, Apr. 8, 1987, as amended at 58
FR 61025, Nov. 19, 1993]

§154.56 Procedures.

(a) General. No final personnel secu-
rity determination shall be made on a
member of the Armed Forces, an em-
ployee of the Department of Defense, a
consultant to the Department of De-
fense, or any other person affiliated
with the Department of Defense with-
out granting the individual concerned
the procedural benefits set forth in
paragraph (b) of this section when such
determination results in an unfavor-
able administrative action (see
§154.55(a)). As an exception, Red Cross/
United Service Organizations employ-
ees shall be afforded the procedures
prescribed by 32 CFR part 253.

(b) Unfavorable administrative action
procedures. Except as provided for
below, no unfavorable administrative
action shall be taken under the author-
ity of this part unless the person con-
cerned has been given:

(1) A written statement of the rea-
sons why the unfavorable administra-
tive action is being taken. The state-
ment shall be as comprehensive and de-
tailed as the protection of sources af-
forded confidentiality under the provi-
sions of the Privacy Act of 1974 (5
U.S.C. 552a) and national security per-
mit. The statement will also provide
the name and address of the agencies
(agencies) to which the individual may
write to obtain a copy of the investiga-
tive file(s) upon which the unfavorable
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administrative action is being taken.
Prior to issuing a statement of reasons
to a civilian employee for suspension
or removal action, the issuing author-
ity must comply with the provisions of
Federal Personnel Manual, chapter 732,
subchapter 1, paragraph 1-6b. The sig-
nature authority must be as provided
for in §154.41(b) (1)(ii) and (2)(ii).

(2) An opportunity to reply in writing
to such authority as the head of the
Component concerned may designate;

(3) A written response to any submis-
sion under subparagraph b. stating the
final reasons therefor, which shall be
as specific as privacy and national se-
curity considerations permit. The sig-
nature authority must be as provided
for in §154.41(b) (1)(ii) and (2)(ii). Such
response shall be as prompt as indi-
vidual circumstances permit, not to ex-
ceed 60 days from the date of receipt of
the appeal submitted under paragraph
(b)(2) of this section provided no addi-
tional investigative action 1is nec-
essary. If a final response cannot be
completed within the time frame al-
lowed, the subject must be notified in
writing of this fact, the reasons there-
for, and the date a final response is ex-
pected, which shall not, in any case,
exceed a total of 90 days from the date
of receipt of the appeal under para-
graph (b) of this section.

(4) An opportunity to appeal to a
higher level of authority designated by
the Component concerned.

(c) Exceptions to policy. Notwith-
standing paragraph (b) of this section
or any other provision of this part,
nothing in this part shall be deemed to
limit or affect the responsibility and
powers of the Secretary of Defense to
find that a person is unsuitable for en-
trance or retention in the Armed
Forces, or is ineligible for a security
clearance or assignment to sensitive
duties, if the national security so re-
quires, pursuant to section 7532, title 5,
U.S. Code. Such authority may not be
delegated and may be exercised only
when it is determined that the proce-
dures prescribed in paragraph (b) of
this section are not appropriate. Such
determination shall be conclusive.

[52 FR 11219, Apr. 8, 1987, as amended at 58
FR 61025, Nov. 19, 1993]
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